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Introduction to BSA
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 The leading advocate for the global software industry

before governments and in the international
marketplace
 Headquarters in Washington, DC
 Global operations – APAC regional offices in

Singapore, Bangkok, Beijing, New Delhi, Seoul, and
Tokyo
 Advocates for public policies that foster technology

innovation and drive growth in the digital economy
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BSA APAC Policy Members
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State of Cloud Computing in Korea
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 South Korea is an economic powerhouse whose global influence goes

beyond pop culture and food – the nation is an innovation hub for
technology and manufacturing, creating cutting-edge products used by
discerning consumers and businesses
 Business conglomerates in Korea are conservative, and are often risk

averse in decisions around hiring, market expansion, and the usage of new
technology
 Cloud adoption in the region has been slower than elsewhere, in part

because of this conservatism, with South Korea showing the lowest
forecasted rate of cloud adoption growth of any country in IDC’s APAC
Public Cloud Services Forecast (2017–2022)

Source: https://blogs.oracle.com/cloud-infrastructure/oracle-cloud-infrastructure-now-live-in-seoul
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The Rise of Cloud Computing
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 However, cloud computing is becoming more widely adopted in Korea, with

legislations being implemented in each industry to ease legacy restrictions
 According to the Korean Association of Cloud Industry (KACI), the expected

volume of sales for cloud computing for 2019 is more than 2 trillion Korean won.
KACI also provides a breakdown of the estimated total sales volume for 2019 as
follows:
 IaaS: 37.9 per cent;
 PaaS: 0.1 per cent;
 SaaS: 32.2 per cent;
 Cloud software: 26.6 per cent;
 Cloud hardware: 3 per cent; and
 Miscellaneous: 0.2 per cent

Source: https://www.lexology.com/library/detail.aspx?g=afb2f7f3-1ba8-480d-9714-9b35b7080f55
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Spotlight on Cloud Edge Computing
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 With telcos accelerating efforts to process massive data at faster speeds,

given the launch of 5G cellular networks, competition in the cloud edge
computing market has also intensified
 Korea’s major mobile carrier KT has installed cloud computing systems at

mobile communication centers in Seoul and Busan, while SK Telecom has
also joined the fray with a pledge to launch a cloud edge system within the
year
 Additionally, most large global cloud service providers are becoming more

active in Korea. Notably, Amazon Web Services, Microsoft Azure, IBM Cloud
and Akamai, who are all BSA members, have a growing presence in Korea

Source: http://www.koreaherald.com/view.php?ud=20190513000704
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Rising Adoption of the Cloud: Healthcare
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 Cloud computing continues to see adoption in various sectors in Korea,

including healthcare, finance and entertainment (e.g. online gaming)
 Healthcare institutions in Korea are now increasingly benefiting from cloud

services to enhance operations and provide better access to patients

Source: https://www.microsoft.com/en-sg/apac/trustedcloud/korea-healthcare-service.aspx
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Rising Adoption of the Cloud: Healthcare
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 Notable examples
 LG CNS is using Microsoft Azure infrastructure as a service (IaaS) to

deliver IT healthcare solutions to small nursing homes
 Seoul National University Bundang Hospital is shaping the future of

the digital hospital with a next-generation medical information system
 Yonsei University Health System is harnessing the cloud for cutting-

edge research into predicting (and preventing) the onset of major
diseases

Source: https://www.microsoft.com/en-sg/apac/trustedcloud/korea-healthcare-service.aspx
© BSA | The Software Alliance

Rising Adoption of the Cloud: Finance
 The Korean financial services sector is undergoing rapid transformation,

powered by cloud technologies
 Financial services institutions, including banks and insurance companies are

adopting cloud services, from testing and developing data analytics solutions to
CRM
 From a regulatory perspective, cloud is permitted, although there are some

considerations for critical information processing systems and certain categories
of data
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Rising Adoption of the Cloud: Finance
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 Notable examples
 By utilizing virtualization technology powered by Microsoft's

cloud, Kookmin Bank has been able to ensure a cost-efficient licensing
model which allows for unlimited instances of server software in a
virtualised environment
 Lotte Data Communications Company is tapping Oracle Cloud as they

undergo a massive digital transformation focused on data management
and migration to cloud. Access to artificial intelligence (AI) and big data
capabilities will be crucial to their success
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Rising Adoption of the Cloud: Gaming
 Korea has the fourth largest gaming market in the world, with mobile gaming

enjoying high popularity
 According to the 2018 White Paper on Korean Games published by the

Korea Creative Content Agency (KOCCA), the domestic game market was
calculated to be worth KRW 13.14 trillion and the mobile game market took
up 47.3 percent of the total game market

Source: https://news.microsoft.com/apac/2019/09/04/sk-telecom-and-microsoft-announce-plans-for-joint-5g-based-cloud-gaming/
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Rising Adoption of the Cloud: Gaming
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 Leveraging this growth potential, gaming service providers are increasingly

looking to tap on the cloud to deliver seamless experiences for customers
 Notable example
 SK Telecom and Microsoft signed a Memorandum of Understanding

(MOU) this year to strengthen comprehensive cooperation in cutting-edge
ICT fields such as 5G, artificial intelligence and cloud computing.
Following this MOU, the two companies inked a MOU for a joint 5G-based
cloud game business in June 2019

Source: https://news.microsoft.com/apac/2019/09/04/sk-telecom-and-microsoft-announce-plans-for-joint-5g-based-cloud-gaming/
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Related Cloud Technologies & Innovations
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 Data-driven innovation enabled by software and cloud computing powers the

economy, and its future role will be even more critical in Korea
 The government plans to map out its AI strategy this year, as well as build

2,000 AI-based factories by 2030
 By collecting data from smart factories, the government will build a data

center to support AI-based services and foster smart manufacturing
capabilities such as software, robotics and IoT
 It plans to inject 8.4 trillion won ($7.1 billion) in the research and

development of the nation’s three key industries, non-memory chips, future
mobility and biotech
 This will back a combined 180 trillion won of investment made by the private

sector

Source: http://www.koreaherald.com/view.php?ud=20190619000616
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Regulatory Overview of the Cloud
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 As a world leader in broadband penetration and connection speeds, with a

established history of investing in advanced technology, Korea is wellplaced to benefit from the digital transformation of its economy
 Organizations are leveraging new technologies such as cloud services to

achieve a quantum leap in IT services for the benefit of their employees
and customers
 An increasingly innovation-friendly regulatory environment, exemplified by

the Act on Promotion of Cloud Computing and User
Protection (the Cloud Act), has driven the adoption of cloud solutions
across all sectors
 There are a growing number of organizations and institutions that are

adopting cloud, not just for efficiency and cost savings but also to achieve
strategic business objectives and to enhance levels of security and privacy
compared with existing on-premises solutions
Source: https://www.microsoft.com/en-sg/apac/trustedcloud/korea.aspx
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Regulatory Overview of the Cloud
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 For personal information protection in the cloud, the Personal Information

Protection Act (the PIPA) and the Act on Promotion of Information and
Communications Network Utilization and Information Protection, etc (the
Network Act) apply
 With regard to data security, the Ministry of Science and ICT has

promulgated ‘Standards for Information Protection by Cloud Computing
Providers’ (Cloud Computing Standards). The Cloud Computing Standards
do not have the effect of binding law but compliance therewith is,
nonetheless, recommended

Source: https://www.lexology.com/library/detail.aspx?g=afb2f7f3-1ba8-480d-9714-9b35b7080f55
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Regulatory Overview of the Cloud
18

 Pursuant to the Cloud Computing Act, the Ministry of Science and ICT, in

consultation with the Fair Trade Commission, has published a model cloud
computing agreement for business-to-business (B2B) and business-toconsumer (B2C), respectively
 The purpose of this model agreement is to protect the rights of the users

and to establish fair trade. The Ministry of Science ICT can issue a
recommendation to use this model agreement to cloud computing
providers
 Furthermore, with cloud computing on the rise, legislations are being

implemented in each industry to ease legacy restrictions

Source: https://www.lexology.com/library/detail.aspx?g=afb2f7f3-1ba8-480d-9714-9b35b7080f55
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Sector-specific Regulations
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 Public sector
 The Cloud Computing Act states the obligation of governmental

agencies to place effort to adopt cloud computing and recommends that
governmental agencies use the cloud computing systems developed by
the private sector, rather than developing its own cloud computing
system
 To support the adoption of cloud computing in the public sector, a joint

policy commission consisting of the Ministry of the Interior and Safety,
the Ministry of Science and ICT, the Ministry of Economy and Finance,
the Public Procurement Service and the National Intelligence Service
has been set up
 A security review by the National Intelligence Service is also required

for governmental agencies to adopt a certain cloud computing system

Source: https://www.lexology.com/library/detail.aspx?g=afb2f7f3-1ba8-480d-9714-9b35b7080f55
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Sector-specific Regulations
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 Finance sector
 With the recent amendments to the Regulation on Supervision of

Electronic Financial Transactions, the overseas delegation and subdelegation of IT facilities and financial services are possible
 In particular, for IT systems that do not process customer data (such as

personal identification information or personal credit information), cloud
computing can be adopted by the financial institution designating such
systems as ‘non-material data-processing systems’, to which physical
network separation does not apply
 However, ‘material data processing systems’ (ie, systems that deal with

customer data) are still subject to the requirement of physical network
separation, thereby precluding the full adoption of cloud computing in
the finance sector

Source: https://www.lexology.com/library/detail.aspx?g=afb2f7f3-1ba8-480d-9714-9b35b7080f55
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Sector-specific Regulations
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 Healthcare sector
 The amendment to the Standards on Facilities and Devices for

Administration and Retention of Electronic Medical Records in 2016 has
paved the way for adoption of cloud computing in the healthcare sector
 The amendment revises the requirement to store electronic medial

records inside hospitals and allows the administration and storage of
medical records with external companies or at remote locations that
meet certain qualifications
 However, electronic medical records cannot be stored outside of Korea

Source: https://www.lexology.com/library/detail.aspx?g=afb2f7f3-1ba8-480d-9714-9b35b7080f55
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BSA Cloud Computing Scorecard
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 Only report to regularly track change

in the international policy landscape
for cloud computing
 Ranks 24 countries for cloud

readiness – representing 80% of
global IT market
 10 Asia-Pacific countries surveyed:

Australia, China, India, Indonesia,
Japan, Korea, Malaysia, Singapore,
Thailand, and Vietnam
 Assists policy makers in identifying

and addressing weaknesses in each
market and encourages countries to
work together to ensure a healthy
cloud ecosystem globally
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Scorecard Rankings
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Where Korea Stands
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 Overall, with its rank of 12th out of 24, Korea’s position in the Scorecard

rankings remains largely unchanged
 Korea has a strong commitment to the promotion of the digital economy, and

its laws and standards are generally based on international models
 Korea scored well in the IT readiness and broadband deployment section of

the scorecard
 However, Korea imposes complex notice and consent requirements, which

affect data flows that are critical for cloud computing
 Another area of concern is the imposition of a national encryption standard

for the procurement of information technology (IT) security devices and
related equipment
 The implementation and enforcement of IP laws could be improved, for

instance, Korea’s cybercrime law also does not cover the full range of
relevant issues
© BSA | The Software Alliance

How Cloud Issues are Evolving
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 Powered by the cloud, AI is becoming increasingly ubiquitous and

policymakers around the world are grappling with its potential
implications, as well as exploring what they can do to promote the
benefits of the technology while safeguarding against potential
unintended impacts
 Because the AI landscape comprises a diverse set of underlying

technologies, use cases, and stakeholders – each of which presents
its own opportunities and challenges – policymakers have tended to
focus on the development of non-regulatory structures that set out
principles-based guidance that can apply across the diverse
ecosystem
 One common approach is to develop a framework of principles to

support the development of responsible AI.
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How Cloud Issues are Evolving
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 In recent months, the European Commission, Japan, Singapore,

Australia, and the Organization for Economic Cooperation and
Development have issued such frameworks
 Despite surface-level differences, these frameworks share a similar

conceptual foundation and are aimed at identifying key principles
that AI systems should adhere to
 While each principles framework is uniquely structured and

incorporates its own terminology, a meta-analysis reveals that there
are ten guiding principles against which each can be meaningfully
evaluated
 The BSA AI Principles Framework Comparison Chart is a tool for

measuring the consistency of existing (and future) AI ethics
frameworks as measured against these ten guiding principles.
© BSA | The Software Alliance

AI Principles Framework Comparison Chart
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AI Principles Framework Comparison Chart
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Policy Considerations for Korea
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 To be discussed; but something along the lines of Korean companies

needing to understand the environment not only within Korea but
also in other countries, especially if they’re looking to expand
overseas
 Others to be discussed
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 Main BSA Website

http://www.bsa.org
 BSA Cloud Computing Scorecard

http://cloudscorecard.bsa.org/2018/

Links and
Resources

 BSA AI Principles Framework

Comparison Chart
https://ai.bsa.org/global-ai-principlesframework-comparison/
 Microsoft Trusted Cloud – Korea

https://www.microsoft.com/ensg/apac/trustedcloud/korea.aspx
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Geun Kim, Country Manager, Korea
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GeunK@bsa.org

Thank you

© BSA | The Software Alliance

